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About My Thesis: 

The IoT security aims for enabling IoT data protection in various interconnected nodes. 

These scenarios require secured solutions to prevent leakage of private information and 

harmful actuating activities by means of peer authentication and secure data transmission 

between the IoT nodes and servers. Node communication in IoT network sometime get 

hacked and wrong operation performs if it happened then there will be a chance to go for 

heavy loss. So that proposed methodology improves the communication network with the 

implementation of IP binding technique and the uses of random encryption selection process. 

As there are the different nodes like receiver and sender data will be send to receiver in which 

the receive data need to be valid and decrypted using shared keys into the packet. At the 

receiver end before transferring the data to the IoT node it will be perform with IP extraction 

packet with IP validation on to the received packet which leads to perform secure data 

sharing at the both receiver and sender node. As per the existing study in IoT Networks most 

probably data will be shared without any authentication and verification which cause big 

security clause in IoT Networks. So, it is necessary to improve data sharing with some 

advance techniques. So that the  propose mechanism which authenticate and verify data at the 

time of sending  as well as receiving which make the IoT network more secure. If there is any 

attacks perform in IoT network then due to the authentication the intruder can be trap and 

system will not allowed to change the network data. As per the above description the 

proposed mechanism will help for maintaining the security in IoT network. 
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